THE SECRETS OF TRADE SECRETS:
PROTECTING YOUR COMPANY'S TRADE SECRETS AND
PROTECTING YOUR COMPANY AGAINST TRADE-SECRET CLAIMS

INTRODUCTION

By focusing on the Uniform Trade Secret Act’s application in Minnesota, this article provides a highly detailed
look at how the Act operates in a real business environment. Although any business should seek legal advice
regarding the details of the Act’s implementation in that business’ particular jurisdiction, this article should
help a company spot red flags in its operations.

I. WHY BOTHER?

Knowledge regarding trade-secret law is essential to almost any business. That knowledge can mean the
difference between critical business assets being protected or ending up in a competitor's hands. That
knowledge may mean the difference between facing a large jury verdict or a quick, favorable resolution to a
claim. The first step in analyzing any trade-secret issue is determining whether the information constitutes a
trade secret.

Il. WHAT IS A TRADE SECRET?

A. INFORMATION COVERED

A wide variety of information potentially qualifies as a trade secret, including formulas, patterns,
compilations, programs, devices, methods, techniques and processes! The information must, however,
meet an additional three-factor test before it can be considered a trade secret.?

First, the information must not be generally known or readily ascertainable.? If the information is “available
in trade journals, reference books, or published materials,” the information is generally known.* Where
only a small group of people have the ability to design the trade secret and it cannot readily be reverse-
engineered, the trade secret is not readily ascertainable.® The “requirement for a trade secret that
information sought to be protected must not be generally known or readily ascertainable is satisfied if the
information is not quickly available through proper means.”® The fact that some of the information that
constitutes the trade secret is in the public realm is not dispositive of whether information constitutes a
trade secret.” For instance, a compilation of publicly available information may constitute a trade secret if
the compilation affords a competitive advantage and is not readily ascertainable.®

Second, the information must gain independent economic value from its secrecy.® “Generally, if substantial
time and money would be required of a competitor to develop the same information, that information

has economic value!""° If introducing the information into the marketplace allows another business to
produce a competing product, and if the competition results in lower profit margins, the information derives
independent economic value from its secrecy.”
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Third, a plaintiff must show that it made reasonable efforts to maintain the secrecy of the trade secret.’
Trade secret law “does not require the maintenance of absolute secrecy; only partial secrecy or qualified
secrecy has been required under the common law.”™ For instance, a party “acted reasonably to maintain
secrecy by requiring a confidentiality agreement from [the defendant] and marking its documents and files
as confidential."™

PRACTICAL PERSPECTIVE: Evaluating whether information constitutes a trade secret is difficult

and experienced counsel is a necessity. From my experience in litigating trade-secret claims, the more
technical the information you are seeking to protect, the more likely a jury, judge, or arbitrator is to
conclude the information is a trade secret. Thus, the process for coating a medical device will more likely
be treated as a trade secret than the business plan for a franchise concept. Moreover, the more specific
the information that is sought to be protected, as opposed to more general categories of information, the
more likely it is to be protected. Thus, the detailed, relatively unique manual of curriculum to run a swim
program is more likely to be protected than the concept of youth-oriented swim lessons. When | evaluate
a client’s trade-secret claim, | utilize the one-sentence trade-secret test. Basically, | have found that a
client that can explain to me their trade secret in one sentence generally has a stronger claim.

B. INFORMATION EXCLUDED

Numerous categories of information have been found not to constitute trade secrets as a matter of law.
Generally, less technical information is less likely to be considered to be a trade secret. The following
categories of information have been held not to be trade secrets:

1. CUSTOMER LISTS

Although it comes as a surprise to many business people, a company’s customer list usually is not a

trade secret!® The primary reason for denying trade secret status to customer lists is that the identity of
customers is readily ascertainable.’® An underlying rationale is that courts do not want to create backdoor
non-competes through the trade secret statute.” Additionally, there is a strong public interest in preserving
competition.™®

In some limited circumstances, a customer list might be protected. A customer list that contains more than
bare customer names and includes a customer’s buying, pricing and payment history may be considered

a trade secret.” Moreover, if the customer list segregates customers into high-volume or high-margin
categories, the list might be protected as a trade secret.?® Even if the customer list constitutes a trade
secret, a party can waive trade secret status by providing a reference list that contains current customers to
potential customers.2' The best way for a business to protect customer information, however, is to enter into
a valid non-compete agreement.
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2. GENERAL KNOWLEDGE WITHIN A PARTICULAR INDUSTRY

Information that is not known to the general public, but widely known within an industry, is not a trade
secret.?? For instance, an executive's knowledge of contact people within a given industry is not a
trade secret.®

3. GENERAL BUSINESS INFORMATION

General marketing intelligence or business plans do not constitute trade secrets.?* Generally, courts will not
protect broad categories of business information.2®

4. VARIATIONS ON A WIDELY USED PROCESS

Variations on a widely used process do not constitute trade secrets.?® Thus, a court refused to grant trade
secret protection to a computer system that merely combined known subsystems.?”

5. OBSOLETE INFORMATION

It should come as no surprise that obsolete information is not considered a trade secret, because

the information has no economic value.?® But the trick is defining when the information is considered
obsolete. In one case, an executive’s knowledge of telecast agreements that had been superseded by
other agreements was not considered a trade secret, because his knowledge was obsolete.?® Likewise,
information regarding business strategies that was six months old was held obsolete, and therefore not a
trade secret.®°

6. EASILY REVERSE-ENGINEERED INFORMATION

If an item is available in the marketplace and easily reverse-engineered, then the item does not constitute a
trade secret.®

7. PUBLICLY FILED INFORMATION

If information has been disclosed through a patent application, it no longer qualifies as a trade secret.??
Likewise, other information that is submitted to a public body may lose trade secret protection. Thus, it
is important to determine whether information that is submitted to a public body is protectable under an
exception to state or federal open-records laws.

PRACTICAL PERSPECTIVE: One of the dilemmas a plaintiff seeks in any trade-secret action is that the
litigation itself might result in disclosure of the trade secret. This risk is growing, because there is a trend

towards requiring that a plaintiff plead the elements of its trade secret with a higher degree of specificity.>>
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I1l. WHAT RISK DOES YOUR COMPANY FACE?

Trade secret cases are distinguished from normal commercial disputes by the availability of a wider range of
damages (including punitive damages), the possibility that the defendant will be responsible for the plaintiff's
attorney fees, and the availability of injunctive relief.

A. DAMAGES: BIG TROUBLE

A plaintiff can recover both its lost profits and for any unjust enrichment the defendant received from the
theft.3* In lieu of damages measured by other means, a court may impose a reasonable royalty for the
defendant’s use of the trade secret.?®

A trade secret defendant faces greater liability than the defendant in a normal commercial dispute. In

a normal dispute, a defendant’s maximum liability would be for the plaintiff's losses. A trade secret
defendant is not only liable for the plaintiff's losses stemming from the misappropriation, but also for any
unjust enrichment the defendant received from the misappropriation.3® The only limitation is that the unjust
enrichment damages cannot have been taken into account in determining the plaintiff’s losses.?”

For example, a hypothetical plaintiff in the business of manufacturing software has its development work
stolen. As a result of the theft, defendant is able to put competing software on the market. Consequently,
the plaintiff lost $10 million in sales, the defendant gained $10 million in sales, and the defendant saved $2
million in software development costs. In this scenario, the plaintiff could recover $S12 million. It would be
impermissible for the plaintiff to recover both its lost sales and the defendant’s increased sales, because
the defendant’s increased sales have already been taken into account in calculating plaintiff’s lost sales.

B. INJUNCTION MALFUNCTION

A defendant does not just face the possibility of a large damages award. The plaintiff is also entitled to
enjoin the defendant from using the trade secret.® In our hypothetical scenario, the plaintiff would be
entitled to an injunction preventing the defendant from selling the software.

The length of the injunction is determined by the period of time that would be required for independent
development of the trade secret.?® The time period of the injunction can be extended to eliminate any
commercial advantage that a defendant derived from the misappropriation.4°

The risk that a company faces is aptly illustrated by the Eighth Circuit’s decision in the Wyeth case. The
defendant was a pharmaceutical company that misappropriated another company’s process for producing
estrogen.* The Eighth Circuit upheld the district court’s decision to permanently enjoin the defendant from
producing estrogen.*? The Eighth Circuit adopted the district court’s reasoning that a permanent injunction
was appropriate for two reasons: (1) no competitor had ever replicated the process during the decades

the process had existed; and (2) the defendant had engaged in conduct, namely destroying evidence and
giving false testimony, that demonstrated that the defendant could not be trusted to undertake future
research into developing an alternative process without relying on the misappropriated trade secrets**The
injunction put the defendant out of business.
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35 Minn. Stat. § 325C.03(a).

36 Minn. Stat. § 325C.03.

37 Id.

38 Minn. Stat. § 325C.02.
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PRACTICAL PERSPECTIVE: It may not always be in a company’s best interest to immediately pursue

an injunction if it only suspects theft. Rushing to seek injunctive relief without strong evidence of both a
trade secret and misappropriation or inevitable misappropriation** of the trade secret risks an early adverse
determination from a court that the company is unlikely to succeed on the merits. Once a court makes that
determination, it will be difficult to reverse its initial impression and, at best, likely dooms a company to
protracted litigation.

C. WILLFUL & MALICIOUS IS VICIOUS

In addition to lost profits, unjust enrichment, and reasonable royalties, a defendant can be liable for

the plaintiff's attorneys’ fees and for punitive damages up to twice the value of actual damages.** The
defendant faces liability for the plaintiff's attorneys’ fees and punitive damages if the misappropriation is
willful and malicious.*®

A trio of trade secret cases have identified the following conduct as willful and malicious:*’

» Defendant’s management is aware that it might be utilizing trade secrets, but proceeds with the project
without investigating;

* Without informing the plaintiff of the defendant’s decision to reject a business opportunity, defendant’s
management continues to solicit trade secrets under the pretext of negotiations and then transfers that
information in violation of an express confidentiality agreement; and

* The defendant took information that it knew was confidential and used it to develop competing software.

PRACTICAL PERSPECTIVE: Nothing turns a problem into a catastrophe quicker than hiding,
destroying, or altering evidence. Not only does this conduct constitute the independent tort of spoliation
and risk serious sanctions, it makes juries, judges, and arbitrators mad, which leads to findings of willful
and malicious misappropriation and big damages.

D. BAD FAITH

Attorneys’ fees may also be awarded if a claim of misappropriation is made in bad faith, or a motion to
terminate an injunction is made or resisted in bad faith.*® A party may be liable under this theory if it can
be shown that there is a complete lack of evidence supporting the claim and the party had subjective
misconduct in bringing or maintaining the claim.*® However, courts have held that a trade secret claim is
not brought in bad-faith if it survives summary judgment®° or does not merit sanctions.>' If you suspect
that there may be the potential for an award of fees for malicious/willful misappropriation or bad faith in
bringing the claim, counsel should take care to differentiate the fees incurred in furtherance of the trade
secret claim, verses other claims in the lawsuit.
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IV. WHEN DO TRADE SECRET CLAIMS ARISE?

A party’s potential trade secret liability is determined in part by the relief the plaintiff is seeking. In order for a
trade secret plaintiff to prevail on an injunction, the plaintiff must show the threat of misappropriation or actual
misappropriation.>? The threat of misappropriation is established if the party seeking the injunction can show
there is “a high degree of probability of inevitable disclosure.”>® A party can establish actual misappropriation
either by direct or circumstantial evidence.>*

Although almost any business relationship can give rise to trade secret liability, several scenarios pose
an especially high risk. The following examples are based on the scenarios most frequently presented by
Minnesota case law.

A. EMPLOYMENT RELATIONSHIPS

Any new hire has the potential for bringing misappropriated trade secrets with her. Moreover, even if
your company has not used the information, it might still be subject to an injunction under the inevitable
disclosure doctrine.>s

B. BUSINESS ACQUISITIONS/EQUITY FUNDING

Trade secret claims commonly arise in the context of business acquisitions. The K-Sun case illustrates
the dangers that a company can face in the context of an acquisition. Unsuccessful merger negotiations
in K-Sun led to the defendant company being liable for attorneys’ fees and punitive damages.>® Other
Minnesota cases illustrate that the bad feelings that often arise from a failed acquisition can give rise to
trade secret claims.®’

A business that is trying to raise capital also faces trade secret challenges. Despite the disclosure
requirements imposed by securities law, a company must take steps to guard its trade secrets during the
fundraising process. At a minimum, the capital-raising company should have non-disclosures in place with
potential investors. Otherwise, the company faces the possibility that the potential investors will become
competitors. Needless to say, this scenario presents a high litigation risk.

C. MANUFACTURING/MARKETING CONTRACTS

Contracts to manufacture complex goods that involve the exchange of technical information between
the seller and buyer can give rise to trade secret claims. Likewise, trade secret liability can arise when one
company offers another company the opportunity to market its product. If the other company refuses and
then starts to market a similar product, that company faces a substantial litigation risk.

V. HOW TO PROTECT YOUR COMPANY AGAINST A TRADE SECRET CLAIM

A. EMPLOYEE SCREENING

Any new hire should be screened to see if that hire has any knowledge regarding her former employer’s
trade secrets. The level of screening should increase if the employee is going to be involved in your
company’s core business operations or research and development. The screening should focus on the
employee’s actual technical knowledge as opposed to general knowledge or skills that the employee
gained at his previous job.%8

52 Minn. Stat. § 325C.02.

53 Lexis-Nexis, 41 F. Supp. 2d at 958 (citations omitted).

54 Wyeth, 2003 WL 22282371, at *21 (citing Pioneer Hi-Bred Int'l v. Holden Found. Seeds, Inc., 35 F.3d 1226, 1239 (8th Cir. 1994)).

55 Lexis-Nexis, 41 F. Supp. 2d at 959.

56 K-Sun,1998 WL 422182, at *1-4.

57 See, e.qg., Luigino’s, 2002 WL 122389.

58 Lasermaster, 931 F. Supp. at 636-37 (“The concept of a trade secret does not include a man'’s aptitude, his skill, his dexterity, his
manual and mental ability, and such other subjective knowledge as he obtains while in the course of his employment ... the right to
use and expand these powers remains his property. ...") (citation, internal quotation marks and alterations omitted).
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New employees should be instructed not to disclose or use a former employer’s trade secret information in
connection with their employment with your company. Additionally, new employees should be required to
attest to the following in an offer letter or employment agreement:

“If Employee possesses any information that s/he knows or should know is considered by any third party, such
as a former employer of Employee’s, to be confidential, trade secret, or otherwise proprietary, Employee shall
not disclose such information to Company or use such information to benefit Company in any way.”

Similarly, new employees should attest to the following in an offer letter or employment agreement:

“Employee represents and warrants to Company that s/he is not under, or bound to be under in the future, any
obligation to any person, entity, firm, or corporation that is or would be inconsistent or in conflict with, or would
prevent, limit, or impair in any way Employee’s employment by the Company.”

Supervisors should monitor their supervisees to ensure that they are not using a former employer’s trade
secrets in connection with their work for your company. If such conduct is occurring, the company should
take prompt action to put a stop to such conduct (including disciplinary action against the offending
employee) and cease any and all use of the trade secret information.

B. PERMISSION

Permission is the simplest way to avoid a trade secret claim. Generally, no misappropriation occurs where
the defendant has received the plaintiff's express or implied consent to disclose the secret.>® Moreover,
requesting permission defeats the notion that the use was willful and malicious, unless the defendant is
denied permission and proceeds anyway.

C. CLEAR DEFINITIONS

When your company enters into funding, acquisition, or marketing discussions, it should have an
agreement in place that identifies precisely what information is being exchanged and who has access
to the information. Conversely, the agreement should define what information is not covered. Finally,
the agreement should provide for return of the information and reasonable restrictions on the
information’s use.

D. HONESTY IS THE BEST POLICY

Often trade secret claims arise out of the frustration of a failed business relationship. That frustration is
compounded if one party feels that it was led along so it could be mined for information. It is important to
manage expectations during negotiations and clearly inform the other business when negotiations have
reached an impasse.

VI. HOW TO PROTECT YOUR COMPANY’S TRADE SECRETS

A trade secret owner must take reasonable measures to protect secrecy.®® This reasonableness test is based on
the particular circumstances of both the secret itself and the business.®’ The touchstone test for determining
whether a company’s security measures are adequate revolves around notice: “[ilf, under all the circumstances,
the employee knows or has reason to know that the owner intends or expects the information to be secret,
confidentiality measures are sufficient.”®?

Circumstances which may be reasonable at one time and under one set of circumstances may cease to be
reasonable at another time or under other circumstances. Accordingly, it is appropriate for an enterprise to
modify, typically by enhancing, its security procedures in order to respond to new challenges. The modifications
are not evidence that prior procedures were inadequate, but rather are a legitimate exercise in imposing
reasonable secrecy safeguards.

59 Minn. Stat. § 325C.01, subd. 3.
60 Minn. Stat. § 325C.01, subd. 5.
61 Id.

62 Lasermaster, 931F. Supp. at 635.



Techniques that can be employed to protect a secret are numerous. As a practical matter the care exercised
tends to correspond to the economic value of the secret and its nature; some secrets are more readily protected
with minimal effort than others can be with even extensive care. This means that a company’s failure to employ
the fullest range of protective techniques will not terminate the secrecy, provided that they were, in and of
themselves, reasonably prudent.

A. EVERYTHING MEANS NOTHING

As discussed throughout the rest of this section, there are a number of policies that a company can adopt
to protect its trade secrets. But the adoption of the policies is not enough. A company must consistently
follow its policies to make sure that it has not waived trade secret status on any particular information.®3
Remember that the defense in a trade secret case will focus on your company’s lapses.

Because these policies’ expenses are related to the volume of information that a company is trying to
manage, many companies would be better served if they identified their core trade secrets and only
attempted to protect them. Moreover, because a larger volume of information creates a stronger potential
for lapses, managing less information will probably make that core information more secure. Finally, if
everything is defined as a trade secret, a company dilutes the notice it is providing on the information it is
most interested in protecting. This potentially weakens a company’s trade-secret claim.®*

B. STAMPING OUT THEFT

Courts routinely consider whether documents used both in-house and those circulated to third parties are
marked or stamped as “confidential” or “secret.”®®> Moreover, a business must make sure that it follows its
own procedures, or risk losing trade secret status. In one case, a business required that any trade secrets
be stamped confidential, but failed to stamp the information it sought to protect.®® The court found that
the business’s failure to stamp the documents indicated that it had failed to take reasonable measures to
protect them.®’

Additionally, a business should have a policy in place for dealing with waste documents. Discarded plans or
drawing should be shredded, not just thrown away.%®

C. NON-DISCLOSURE: AN OUNCE OF PREVENTION

Employers seeking to provide their confidential and trade secret information are well-advised to enter

into non-disclosure agreements with their employees. Employers should give special attention to how
“confidential information” is defined in the agreement to ensure that the definition captures all of the
company’s secret information, including the information that is uniquely secret to the company. One benefit
of a non-disclosure agreement is that it can protect a broader category of information than just trade
secrets. Confidential information that does not qualify as a trade secret still qualifies for protection under

a non-disclosure agreement.®® Additionally, non-disclosure agreements should require employees not to
disclose the company’s confidential information during their employment and for all time following the end
of their employment. Employers are encouraged to consult legal counsel in connection with drafting and
implementing non-disclosure agreements.

Although a non-disclosure agreement is an important tool for protecting trade secrets, it, alone, is not
enough.”® A company’s security measures will be deemed reasonable only if it follows the procedures
outlined in the non-disclosure agreement and takes other steps to secure its trade secrets, including

63 Lexis-Nexis, 41 F. Supp. 2d at 959.

64 See, e.g., Menzies Aviation (USA), Inc. v. Wilcox, 978 F. Supp. 2d 983, 995 (D. Minn. 2013).

65 Avidair Helicopter Supply, Inc., 663 F.3d at 974 (citing Wyeth, 395 F.3d at 899-900 & n4).

66 Lexis-Nexis, 41 F. Supp. 2d at 959.

67 Id.

68 Electro-Craft, 332 N.W.2d at 902.

69 Relco, LLC v. Keller, No. A13-1633, 2014 WL 2921895, at *6 (Minn. Ct. App. June 30, 2014) (citing Cherne Indus., Inc. v. Grounds &
Assocs., Inc., 278 N.W.2d 81, 90 (Minn. 1979)).

70 Coyne’s & Co., Inc. v. Enesco, LLC, Civ. No. 07-4095 (MJD/SRN), 2010 WL 3269977, at *16 (D. Minn. Aug. 16, 2010); Storage Tech. Corp. v.

Cisco Sys., Inc., Civ. No. 00-2253 (JNE/JGL), 2003 WL 22231544, at *7 (D. Minn. Sept. 25, 2003) (citing Electro-Craft, 332 N.W.2d at 902).
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pursuing claims against employees who violate their non-disclosure obligations.”” Moreover, where a
company has a non-disclosure agreement, those contractual duties will define whether a misappropriation
has taken place.” Thus, a company will want to carefully define what constitutes a permissible use; otherwise,
a loose definition can effectively grant the other party permission to use a company’s trade secrets.

D. NON-COMPETITION AGREEMENTS

Most states, including Minnesota, will enforce reasonable employee non-competition agreements. Non-
competition agreements prohibit a former employee from working for a competitor in the company’s
trade area for a reasonable period of time following employment. Non-competition agreements may also
prohibit a former employee from soliciting the company’s customers and/or employees for a reasonable
period of time following employment. While there is no bright-line rule with regard to the permissible
duration of such agreements, most courts have held that post-employment restrictions lasting one year
are reasonable. Non-competition agreements must be drafted as narrowly as possible so as to not unduly
restrict the employee’s ability to earn a livelihood. While Minnesota courts have the discretion to modify
an overbroad agreement so as to make it reasonable, some states do not allow judicial modification and
instead invalidate an overbroad agreement in its entirety.

Non-competition agreements must be supported by consideration. That is, the employee must be given
something of value to which he or she is not otherwise entitled in exchange for his or her agreement to

be bound by a non-competition agreement. In Minnesota, for new employees, the new employment itself
is adequate consideration provided the employee was notified of the requirement and signed the non-
competition agreement prior to commencing employment. If an existing employee is asked to sign a non-
competition agreement under Minnesota law, the employer must give the employee something more than
mere continued employment as consideration for the agreement. For example, the employer may elect

to give the employee a pay raise, signing bonus, stock options, a new bonus plan or the like, provided the
employee was not already entitled to such benefit in the normal course of employment.

There are two employment law trends that have weakened the enforceability of non-compete agreements.
First, some major states have either refused to enforce non-competition agreements (e.g. California)” or
have placed substantial limitations on their enforceability. For example, Illinois state courts have held that
there must be at least two years or more of continued employment to constitute adequate consideration to
enforce a restrictive covenant.” While one federal court has adopted this approach,” three federal judges in
[LlLinois have rejected this line of reasoning, predicting that the Illinois Supreme Court would not adopt such
a bright-line rule.”® Second, there is at least one significant decision refusing to enforce a choice-of-law
provision that would have avoided a jurisdiction’s law that refused to enforce a non-compete agreement.”

Because non-competition agreements call into question additional drafting and enforceability issues,
employers are encouraged to consult legal counsel in connection with such agreements.
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E. PHYSICAL SECURITY

Secret use protects an existing trade secret. In contrast, a purportedly secret process which is employed in
a plant with little or no measures to keep it from public view ceases to be a secret. A Minnesota court held
that reasonable measures did not exist where the plaintiff had twice held an open house where the public
was invited to observe the manufacturing process.”®

Companies must take reasonable precautions to protect secret information from discovery by those outside
the company, including implementing measures to physically protect the secret information. For example,
a company’s practice of keeping trade secret documents in locked rooms or files is frequently cited as a
reasonable precaution.” Failure to keep sensitive drawings or documents in a central and locked location
will often defeat a trade secret claim.®

Similarly, restricting visitors to sensitive areas of a plant or facility will protect trade secrets.®' Additional
security measures can include the following: requiring employee ID badges, requiring that visitors sign in
with proper identification and questioning and removing unknown persons from the property.8? Failure to
restrict visitor access can defeat a trade secret claim.®3

Securing entrances to buildings and certain sensitive areas within facilities is also important. Where a
plant had a few guarded entrances, but unlocked doors existed without warning signs limiting access, the
Minnesota Supreme Court found that the owner had not taken reasonable measures.?* Physical security
measures prevent third party access and are also a way of signaling to employees that certain information
is secret.®s

F. PUBLICATION POLICIES

The policies may include a screening process for all outgoing publications and speeches to ensure that

no confidential information is disseminated.® A trade secret may be lost through disclosure occurring

in advertising, trade circulars, or in an analogous manner. For example, if the owner of proprietary data
permits it to be published for government procurement purposes, absent express contractual or statutory
protection, trade secret protection will be lost. Additionally, if a company publishes what it later claims to
be confidential information on its website (e.g., customer names, pricing), the company will lose protection
with regard to another’s use of such information. Adherence to a screening process for all publications can
prevent inadvertent disclosure.

PRACTICAL PERSPECTIVE: Pride goeth before the fall. Two relatively innocuous events—plant

tours and seminar presentations—can place a company's trade secrets in danger. Although it is easy to
understand a company taking pride in its accomplishments, you must be careful not to disclose your
trade secrets through these events. A company should segregate any sensitive processes or technology
from a plant tour and carefully monitor employee presentations.

G. DIVISION OF INFORMATION

Internal secrecy can be maintained by dividing a manufacturing or development process into

steps or separating the various departments working on the several steps. Courts have found that
separating sensitive departments or processes from the central facility or plant is a reasonable step in
protecting secrets.®’
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H. NEED TO KNOW

A trade secret does not lose its character by being confidentially disclosed to employees, without whose
assistance it would be valueless. But a trade secret owner must be scrupulous in confidentiality strictures
with its employees and disseminate trade secrets only to employees on a “need-to-know” basis—for
example, providing field representatives with sales information for their assigned territory only and
managers with information for those they supervise only.®

Employees having such access should be carefully cautioned as to the trade secret status of matters on
which they work. Some companies require that employees meet with the legal department to discuss
secrecy at the start of their employment.

I. COMPUTER SECURITY MEASURES

Sensitive information is often stored on computers. Companies should limit access to computers and
systems through passwords and keep magnetic tapes, flow charts, symbolics and source codes under lock
and key when not in use. Policies regarding employee use and travel with laptop computers containing
trade secret information should also be in place. There may also be independent remedies under federal
statute, discussed in further detail below.

VIil. CLAIMS UNDER THE COMPUTER FRAUD & ABUSE ACT

Beyond trade secret law, another popular avenue to protect companies’ confidential information is a federal
civil cause of action under the Computer Fraud and Abuse Act for unauthorized access to information. The
Computer Fraud & Abuse Act (“CFAA"), 18 U.S.C. § 1030, is a federal statute that makes it unlawful for persons
to engage in several forms of computer fraud and abuse, including:

* Accessing, without authorization, certain computer systems;
* Exceeding the scope of authorization; and
» Causing damage to computer systems or data maintained on those systems.

Employees who misappropriate trade secrets using computers may be in violation of the CFAA.

The CFAA does not require proof of the elements of a trade secret. In contrast to trade secrets law, the CFAA
only requires an employer to prove that the employee accessed the computer “without authorization” or that
the employee exceeded authorized access. “[E]xceeds authorized access” is defined as accessing “a computer
with authorization and [using] such access to obtain or alter information in the computer that the accesser is not
entitled so to obtain or alter."s?

However, “without authorization” is not defined by the statute. A decision from the Fourth Circuit highlights the
split between the federal circuits over the scope of the CFAA and whether it extends to employees who steal
an employer’s trade secrets to which they were lawfully given access as employees.®®* WEC gave its employee

a company laptop and granted him access to the company’s servers and intranet that contained “numerous
confidential and trade secret documents,” including pricing terms, information on pending projects, and other
technical information. WEC had written policies prohibiting employees from (1) using any company information
without authorization or (2) downloading it to a personal computer. However, the policies did not restrict the
employee’s authorization to access the information. The employee resigned and joined a direct competitor, but
while still employed by WEC, downloaded a number of confidential documents from the company’s servers
and emailed them to his personal email account. He and his assistant also downloaded confidential information
to a personal computer.

The district court dismissed the CFAA claim and found that WEC's computer policies only limited the “use of
information not access to that information.” The court concluded that no liability was warranted under the
CFAA because the employee was allowed to access the information at issue as an employee. The Fourth Circuit

88 Id. at 694.

89 18 U.S.C. §1030(e)(6).

90 WEC Carolina Energy Solutions LLC v. Miller, 687 F.3d 199 (4th Cir. 2012).
91 Id. at 202.
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Court of Appeals affirmed the district court’s interpretation of the CFAA, suggesting that reading the CFAA
too broadly could result in potential liability for any employee who “checked the latest Facebook posting or
sporting event scores in contravention of his employer’s use policy."®?

Not surprisingly, there is a split among the federal circuits regarding what constitutes unauthorized access
under the CFAA. Under the narrow view adopted by the Fourth and Ninth Circuits, an employee granted
access to a computer in connection with his employment is “authorized” to access that computer under the
CFAA regardless of his or her intent or whether internal policies limit the employee’s use of the information
accessed.®® A majority of circuit courts have taken a broader view of “without authorization,” concluding that an
employee who is granted access to a computer in connection with his or her employment may exceed his or
her authority by misusing the information on the computer, either by severing the agency relationship through
disloyal activity, or by violating employer policies and/or confidentiality agreements.®

It is important to note, however, that damages under CFAA may be limited to actual computer impairment;
recovery of consequential damages or damages for other injuries associated with the misappropriation of
confidential information may not be typically authorized.®®

CONCLUSION

Failing to manage trade-secret information puts the very existence of a company at risk. A company can lose its
investment in research and development, see its margins erode, and face large verdicts that include punitive
damages and attorneys’ fees. In the worst case, a court could issue an injunction that shuts down a critical
product. Given the risks associated with mismanaging trade-secret information, a minimal upfront investment
in establishing policies and procedures can prevent catastrophic damage to a business. Every company should
have policies in place for managing trade-secret information.
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